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As Information Technology users,

we have a responsibility to educate 

ourselves with the potential security 

risk and unhealthy exposure that

comes with Internet usage.

There are some good security 

practices that we would like to share 

with you so that you can protect your 

information and computers.

SECURITY
ISSUES
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Password 
Management
Passwords allow you to control access 

to a computer system, but it is 

important to practice good password 

management. Think of your password 

like a house key – it enables you to lock 

up your house, but you have to keep the 

key in a safe location.

Best practices
for password management
» Do not write down your password. Even if 

you must write it down, do not leave it out in 

the open (e.g. on a sticky note attached to 

your keyboard).

» Do not share your password with others, 

even your close friends.

» Do not use the same password for different 

accounts (e.g. Email, Facebook, PayPal, eBay).

» Change your password every 3 months.

Best Practices
FOR CREATING STRONG PASSWORDS
» It must consist of 8 characters or more.

» Do not use personal information that 

someone else can easily guess (e.g. birthday, 

car registration number, spouse name).

» It should have a combination of upper case, 

lower case, number and special characters.

» It should not be based on your name, or 

words found in a standard dictionary.

» Pick a phrase that you can easily remember. 

For example, if the phrase is “I love my 

Converse shoes a lot”, you could create the 

password “_!lmC5@+”.
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USING A
SHARED COMPUTER
When using a computer that is shared 

with other users, whether in the office, 

home or in a public place, you will 

need to consider appropriate security 

controls.

Best Practices
»  Create multiple user accounts on a shared 

computer, with limited privileges for each user. 

»  Never leave the computer unattended while 

you are still logged on, even if it’s just for a 

moment.

»  Avoid making confidential transactions

(e.g. banking) when using a shared computer.

»  Do not provide password hints for each user 

account during log in.

»  Always log out from your email or other online 

accounts when you are done.

»  Do not check “Keep me logged in” or 

“Remember me” when entering your 

password.

»  Some web browsers have a privacy feature 

called “Privacy Mode” or “Private browsing”, 

which can be enabled so that the browser does 

not store information such as browsing history, 

images, videos and text within cache.

»  Always log off or lock your computer after use, 

to avoid unauthorized use by other people.

SOFTWARE 
SECURITY PATCHES
A “patch” or “fix” is an update designed 

to correct problems with a software 

program or an operating system.   

Software manufacturers usually 

develop patches to resolve any 

security issues that are discovered, and 

to improve functionality. By not 

applying software security patches, 

you might be leaving your system 

vulnerable to attacks.

Best Practices
» Always update your operating system and 

software programs.

» Enable automatic updates for the operating 

system.

» Always obtain patches and updates from a 

trusted source, i.e. software manufacturer.
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Best Practices
» Be careful what photos and personal 

information you post on the Internet. Keep in 

mind that anything you post might be seen 

by anyone in the world.

» If someone has posted something negative 

about another person, do not “Like” the post. 

When you “Like” it, you are supporting the 

bully’s behaviour.

» Do not assume a picture of someone you 

met online is real. Often, what you see on the 

Internet or on social networking sites is not 

true.

If you are being cyber bullied
» Do not react to a bully. It might only motivate 

them more. 

» Do not reply to any messages from a bully.

» If you are being cyber bullied by someone on 

a social network, you can “Block” or “Unfriend” 

them. 

» If you are being cyber bullied by phone, you 

could change your phone number.

» Do not delete messages from a bully. They 

can serve as evidence when you lodge a 

report about the bullying. 

» Report the bullying to your parents or even to

the police.

» Many social networking sites allow users to 

report cyber bullying. For example, you can 

report bullying on Facebook’s Help Center.

CYBER BULLYING
Cyber bullying occurs when the 

Internet or mobile phones are used to 

harm other people in a deliberate, 

repeated, and hostile manner. This 

includes threatening, intimidating, 

harassing, or causing embarrassment 

to the victim. It often occurs in social 

networks, blogs, through SMS, email or 

instant messaging. In Brunei, it is 

common for people to express their 

anger or frustration through social 

networking sites such as Facebook, 

Twitter and Instagram. If these online 

posts are directed at a specific person, 

it could lead to cyber bullying.

Most cyber bullies are often motivated 

by anger, revenge or frustration. Many 

do it for their own entertainment or to 

get a reaction.
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PHISHING
Phishing is a method of social 

engineering through electronic 

communications in order to obtain 

personal credentials or sensitive 

information such as username, 

password or credit card details. It is 

usually carried out through email or 

instant messaging, by masquerading as 

a trustworthy entity such as a bank or 

other organization. Phishing emails 

often ask the reader to click on links to 

websites that are infected with 

malware. 

Best Practices
» Be suspicious of demanding messages that 

require your immediate response.

» Do not reply to email or pop-up messages 

that ask for your personal or financial 

information. Ignore and delete the email 

immediately.

» Do not click on links in emails or instant 

messages. Make sure you type the URL of the 

website you need, directly into your web 

browser.

» Make sure you visit only the genuine website 

of a business. Many businesses would often 

have a secure website that begin with https://

» Do not cut and paste links from questionable 

messages into your web browser unless it’s 

from a trusted sender.

» Use up-to-date antivirus software and update 

the virus definitions regularly.

» Always turn on Windows Firewall. The 

settings can be found in the Control Panel. A 

firewall will help prevent hackers or malicious 

software from accessing your computer 

through the Internet.

» Do not send any emails or instant messages 

containing your personal or financial 

information.
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PHISHING

Name *

Address *

City *

Country *

Postcode *

Credit Card Number *

3-Digit Number *

Awang 

No: 94 Spg: 531 Kg. Lapik

Bandar Seri Begawan

Brunei Darussalam

BN

1234 5678 9101 1121

314

Details Received

What a
gullible little fish!

Name *

Address *

City *

Country *

Postcode *

Credit Card Number *

3-Digit Number *

Awang

No: 94 Spg: 531 Kg. Lapik

Bandar Seri Begawan

Brunei Darussalam

BN

**** **** **** ****

***

SUBMIT

A Form?
looks Legit.

I’LL FILL IT
ALL UP.

I have to make
some payments.

A POP-UP?

What? Seriously??

LET’S TRY..

Prize Delivery Details
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Social networks such as Facebook, 

Twitter, Instagram, Blogger and 

WordPress are incredibly popular and 

are regularly used by millions of people 

worldwide. Unfortunately, people can 

misuse social networks by cyber bullying 

or posting inappropriate content. It is 

also very common for sexual predators, 

scammers and drug syndicates to find 

victims through social network sites, 

using various methods such as 

grooming, identity fraud and gathering 

sensitive information from user profiles.

social networking

Best Practices
» Do not post your location, home address, 

contact number, school or work place. This 

information would make it easy for people to

find you.

» Only allow people you know to access

your profile.

» Create a username which does not reveal 

anything about you.

» Avoid meeting people that you have just met 

online.

» Be careful with people you meet online. 

» Never believe everything you see or read on

the Internet.

» Remember that anything you post can be read

by anyone.

» If someone makes a threat, report it to a 

moderator or website operator.

» Never confront stalkers or harassers.

» Google your name to find out how much 

information there is about you on the Internet.

Email is one of the most popular 

mediums for phishing attempts or virus 

distribution, especially through email 

attachments. 

safe
email Practice

Best Practices
» Make sure your virus scanning software is 

updated. Scan all attachments before you

open them.

» Do not open any emails or attachments that 

you receive from an unknown sender. 

» Do not open, forward or reply to any spam or 

suspicious emails containing generic text like 

“Review the attached file”, “See file for 

details” or “For your review” as they most 

likely

contain viruses.

» Do not click any links that you are not familiar 

with. It could be a phishing email.

» Be aware of sure signs of scam emails:

 › Not addressed to you by name.

 › Asking for your personal or financial 

information.

 › Asking for your password, or asking you to 

reset your password.

 › Asking you to forward it to other people.
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Social Engineering is a technique to 

deceive people to reveal sensitive 

information which they would usually 

not share. It typically involves trickery 

for the purpose of information 

gathering, fraud, or access to computer 

systems.

SOCIAL ENGINEERING

Best Practices
» Do not share your password or personal 

information (e.g. Identity Card, credit card 

number, bank account) with anyone. 

» Keep your private information to yourself.

» Be aware that social engineers will say 

anything to convince people to give out 

personal information.

» Never provide sensitive information via 

email, phone message or phone call.
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identity Theft
Identity theft occurs when someone 

steals personal information such as 

name, identity card number, or credit 

card number, so that they can pretend 

to be someone else. This is usually 

done in order to gain access to 

finances, get medical benefits, to avoid 

the police, or to commit other crimes. 

There are many ways that Identity Thieves 
can steal information:
» Dumpster Diving – By going through your 

trash, someone would have access to your 

personal information from documents such 

as receipts or bills. 

» Skimming – Someone could steal your 

credit/debit card details by using a small 

electronic device when processing your card, 

for example by putting a skimmer over the 

card slot of an ATM. 

» Phishing – By pretending to be a financial 

institution or company, someone could send 

spam or pop-up messages to fool you into 

revealing your information. 

» Changing your address – By completing a 

change of address form, someone could 

divert your billing statements to another 

location. 

» Impersonation – Online profile pages contain 

personal information such as your 

age/birthdate, location, phone number, email 

address, job, family details and photo. By 

using these details, someone could cause 

problems or spread false information about 

you.

» Stealing – Stealing wallets, purses, mail, 

cheques or mobile phones.

Best Practices
» Use a cross-cut shredder for disposing of 

documents.

» Learn to recognize phishing emails, and do 

not reveal your personal information through 

email. 

» Monitor your bills and bank statements 

closely.

» Do not post too many details about yourself 

on social networking sites such as Facebook 

or LinkedIn.

» Use only secure Internet sites for online 

shopping or banking. 
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IDENTITY THEFT

Alright. I’M done using
the photocopier.

eh? he left his
original document

behind.

It’s his credit card!
Hm.. I can use this

to buy stuff online!

ok, Thanks!
See you!
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SPYWARE
Spyware is computer software that is 

used to collect a user’s personal 

information without the user’s 

permission or knowledge. Spyware 

can build up on your computer, 

causing it to slow down or crash. Users 

may notice their computers slowing 

down in performance, network traffic, 

pop-up advertisements, new toolbars, 

and computer settings changing 

without the user’s knowledge.

Best Practices
» Only download programs/software from 

sites you trust, such as official software 

vendors.

» Do not click “OK” or “Agree” to any pop-up 

advertisements that claim to make your 

computer run better.

» Run your security software at least once a 

week to prevent your system form being 

corrupted.

» Update your antivirus and anti-spyware 

often to prevent newly designed threats from 

harming your computer.

» Ensure your browser’s security setting is set 

to medium or higher.

» Read privacy statements and license 

agreements.

» Do not download or run pirated software. 

Pirated software often contains Trojans, 

viruses, and other forms of malware.

WIRELESS
ACCESS POINT
A wireless access point is a device, 

such as a wireless router, which gives 

network connectivity to wireless 

communication devices such as 

laptops, desktop computers, tablets, 

and smartphones. Wireless networking 

devices usually have security features 

built in, however they are often turned 

off by default because it makes the 

networks easier to set up.

How to secure a wireless access point
» Change the default Administrator User ID and 

password. Choose a strong password.

» Use WPA2-PSK (Wi-Fi Protected Access 2, 

Pre-Shared Key) encryption to prevent the 

password from being cracked easily.

» Change the default wireless network name 

(SSID) and disable SSID broadcasting. Doing 

this will hide the presence of your wireless 

network, so a hacker would have to guess 

your network’s name to get in.

» Enable MAC-Filtering so that only specific 

devices are allowed to join the network. To 

do this, refer to your wireless router’s user 

manual.
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ANTIVIRUS 
SOFTWARE
Antivirus is software that aims to 

protect your computer from known 

viruses, Trojans and worms. It helps to 

detect and remove any malicious 

software on a computer system.

Best Practices
» Use antivirus software to protect your 

computer from malicious software. 

» Once installed, make sure that your antivirus 

protection is enabled at all times.

» Update your virus scanner regularly so that 

new viruses can be detected and removed.

» Scan your computer hard disk, files, email 

attachments and any removable media such 

as USB drives and CD-ROMs.
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Best Practices
»  Store a full back up at a separate location 

which is safe from fire, theft, or other 

disasters.

» Backup your critical data regularly. It is 

recommended to backup daily, but it 

depends on how often your data changes.

» Ensure that backups of sensitive files are 

properly secured, e.g. files are encrypted and 

password protected.

FIREWALL
A firewall can be used to control 

incoming and outgoing network traffic 

to protect against threats from the 

Internet and local network. It can be in 

the form of software or hardware, and 

helps to keep a network secure. 

BACKUP
Backups provide you with copies of 

important documents in a separate 

location, which can prevent any 

unintentional loss of data in your 

computer. Backing up should be part of 

your scheduled daily tasks.

Best Practices
» Always turn on your firewall for all network 

locations (e.g. home, office, public or 

domain) and for all network connections (e.g. 

Wi-Fi or network cable). The firewall settings 

can be found on different operating systems:

 › For Windows

Control PanelWindows Firewall

Turn on Firewall

 › For Mac

PreferencesSecurityTurn on Firewall

 › For Linux

Configure your IP Tables

» Configure your firewall to block all incoming 

connections except the ones that you 

specifically allow.

» Configure your firewall to block unauthorized 

users from accessing your computer.

» Only allow access to trusted websites.
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backup

Here’s your 
external hard drive to

 backup your work..

Shh! Can’t you see
what i’m doing?

Huh?!

Ok. I don’t think I 
can see what you’re

doing now.

Thanks..

I didn’t get
to save anything!



Mobile devices such as smart phones 

and tablets are easy to use as they are 

very portable and usually have an 

“always available” Internet connection, 

making them convenient for staying 

connected on the go. While antivirus 

protection and firewall settings have 

become standard for computers, 

people often overlook security of 

mobile devices, even though they most 

likely contain essential personal and 

business information.

Securing Your
Mobile Phones

& Tablets
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ENABLE
SCREEN LOCK
Enable screen lock on your mobile 

devices to authenticate users and 

control access to the data on the 

devices. Some mobile devices also 

include a biometric reader such as 

fingerprint and face recognition for 

authentication. You can also set an idle 

timeout (e.g. 1 minute) that will 

automatically lock the device when not 

in use. This helps prevent unauthorised 

access to your device.

Best Practices

»  Use a PIN, passcode or pattern screen 

lock for authentication. These settings 

can be found in Security Settings on your 

phone.

»  Do not use a password or PIN that is 

easy to guess, such as 1234 or 1000.

»  Do not use personal information in your 

password such as your birthday or

car number.

»  Never share your password with others, 

even your close friends.

Connecting to 
Public Wi-Fi
Public Wi-Fi hotspots are usually 

unsecured, as they are intended for 

users to easily connect to them.  

Information such as e-mails sent using 

unsecured wireless transmissions are 

usually not encrypted, making it easy 

for the data to be intercepted.

Best Practices

»  Think twice before connecting to Wi-Fi 

hotspots which don’t ask for a password.

» Use https:// instead of http:// when 

accessing your email or making an online 

transaction. This ensures that your 

communication is secure, and your data 

will not be easily intercepted.

» It is not advisable to allow automatic 

connections to a wireless network. Always 

turn off the Wi-Fi on your device after use, 

to prevent connecting to unknown 

wireless networks automatically.

» When using public Wi-Fi hotspots, do 

not enter sensitive information such as 

online banking passwords, credit or debit 

card details, email addresses or 

Facebook logins.

» Make sure any sensitive website you 

login to or service you setup on your 

mobile device (such as email) is secured 

with SSL encryption. 



Best Practices

» Learn to recognise hoax messages. 

» Do not forward any chain message, even 

if it offers you rewards for doing so.
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antivirus
Mobile devices often do not come 

preinstalled with security software

to protect against malicious 

applications, spyware, malware-based 

attacks, unwanted spam messages and 

e-mail attachments. Without security 

software, there is a risk that an attacker 

could distribute viruses, Trojans, 

spyware and spam to lure users into 

revealing passwords or other 

confidential information.

Best Practices

» Use Virus Detection software to protect 

your mobile device against malicious 

applications.

» Ensure that your antivirus software has 

anti-malware capabilities and built-in 

firewall.

» Enable your antivirus protection at all 

times.

» Regularly update your virus scanner.

» Scan your applications and memory card 

regularly. 

hoax messages
A hoax message is an intentionally false 

story containing disturbing information 

and is intended to trick recipients into 

passing on the message to other 

people. Hoaxes create personal anxiety 

and can lead to mass panic. Often, 

these messages are spread through 

SMS, Whatsapp or social networks. 
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FORWARDMESSAGE

FROM: DAN THE MAN

WARNING! A SEVERE TYPHOON 
IS EXPECTED TO HIT BRUNEI 
TOMORROW AND WILL CAUSE 
BLACKOUTS. FLASH FLOODS 
WILL OCCUR IN MOST PLACES 
AND ARE EXPECTED TO LAST 
FOR DAYS IN MOST AREAS.

Within the hour...

WE’D BETTE
R STOCK 

UP ON FO
OD, W

ATER 

AND CANDLES!!!

hoax messages



BLUETOOTH
Turning on the Bluetooth on your 

mobile device enables other 

Bluetooth-enabled devices to see your 

mobile device, and possibly make 

connections with it. It could allow an 

attacker to install malware through that 

connection, or secretly activate a 

microphone or camera to eavesdrop 

on the user.

Best Practices

» Turn off Bluetooth if it’s not being used.

»  Do not leave the Bluetooth in 

‘discoverable mode’ or ‘open’. This could 

allow an attacker to install malware 

through that connection.

» Do not accept any data transfer from 

anyone you are not familiar with.

Mobile 
Applications 
Updates 
Security patches or fixes can protect 

your mobile devices from attacks and 

compromises, if updates are installed 

in a timely manner. Using outdated 

software increases the risk of an 

attacker exploiting vulnerabilities 

within mobile devices. However, 

third-party applications do not always 

notify users when updates are 

available.

Best Practices

» Make sure that the operating system (e.g. 

Android, iOS, Blackberry, Windows) on 

your mobile device is always up-to-date. 

Regularly check for updates through the 

settings menu of your device.

» Make sure that your applications are 

up-to-date.

» Always obtain updates and patches from 

legitimate (trusted) sources. For example:

 › For Android devices, go to Play Store

 › For iOS devices, go to iTunes Store

 › For Windows Mobile, go to Windows 

Store

20 Securing Your Mobile Phones & Tablets



OMG!
Why am I being charged

so much for SMS?
I’ve only been using Whatsapp ! 

Awesome!
I found a free app that
lets me download games

for free as well!

Mr. hiJ
an, you are

 under 

arres
t for cau

sing 

widesp
read 

panic in the 

country w
ith y

our

hoax S
MS.

Our sources have detected that the SMS was first 
created and sent from your mobile phone.

What?!
But I did not send any 

messages like that at all!

The application that Mr. Hijan downloaded had malware, which is a software designed to 
gain unauthorized access to computers and mobile devices. Mr. Hijan’s affected mobile 
phone enabled the hacker to create and send the hoax sms without his knowledge.

At the end of the month..

three days later..

One fine Sunday..
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Best Practices

» Do not respond to any smishing text 

which asks you to reveal personal 

details.

» Do not click on any links that may be in

the message.

» Do not reveal any sensitive information 

such as your account number, 

credit/debit card number or password

Smishing is a form of “phishing” that 

utilises social engineering techniques 

through SMS. Similar to phishing, the 

message usually contains something 

that requires your ‘immediate 

attention’ in order to lure you to reveal 

sensitive information. Smishing 

messages often redirect the recipient 

to visit a website or call a phone 

number, and then the person being 

scammed will be asked to provide 

information such as credit card details 

or passwords. Smishing websites may 

also attempt to infect the person’s 

computer with malware.

SMISHING

Best Practices

» Do not remove your smart phones 

limitations by jailbreaking or rooting. 

Jailbreaking or rooting your smartphone 

can compromise the security and 

reliability of the smart phone by installing 

unofficial third-party applications that 

may contain malicious code.

Jailbreaking or Rooting is the process 

of removing limitations on your smart 

phones by taking advantage of a 

security weakness in the firmware.

Jailbreaking applies to Apple iOS 

devices allowing installation of 

third-party applications not authorized 

by Apple. Rooting is a term used for 

Android devices, allowing the user to 

alter or replace system applications.

JAILBREAKING
/ Rooting
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GENERAL SECURITY TIPS
Steps to ensure safe computing

» Use strong passwords that cannot be easily guessed, and 

protect your passwords.

» Secure your files and portable equipment before leaving them 

unattended.

» Make sure your computer is protected with antivirus and install 

all security patches and updates.

» Make backup copies of data you do not want to lose, and store 

the copies securely.

» Don’t save sensitive information on portable devices such as 

laptops, CDs/DVDs, memory sticks, thumb drives or mobile 

phones.

» Practice safe emailing.

» Be responsible when using the Internet.

» Do not install unknown or suspicious programs on your 

computer.

» Prevent illegal duplication of proprietary software.

» Protect against spyware/adware.

If you suspect your computer has been hacked or infected:

» Disconnect from the network immediately.

» Perform an antivirus scan of your computer.

» Contact BruCERT to report the incident.
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reporting security incidents
You may report security incidents to BruCERT.

CALL  (+673) 245 8001

FAX (+673) 245 6211

EMAIL cert@brucert.org.bn


